APEX ENTERPRISE SYSTEMS - PEOPLE & OPERATIONS

Apex Enterprise HRM
User Guide & Standard
Operating Procedures

How every role uses the portal: attendance, leave, approvals, payroll in
multiple currencies, bank changes, the credentials vault, subscriptions
with VAT, people lifecycle, IT, communication and administration —
with annotated screenshots of each screen.

Edition 2026-10-21 - 45 screens - demo organisation data - confidential — internal use
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Demo access, credentials and PIN

Demo only. These accounts exist only in local and staging demo data. Production never seeds them
and one-click persona sign-in is disabled there.

Setting

Portal URL (local)

Password for every demo persona

Financial Security PIN used in this guide

PIN rules

Person

Root Super
Admin

Alexander
Vance

Elena Rostova

Marcus
Wright

Sophia Chen

Tariq
Mahmood

David Miller

Hamza Khan

Liam
O'Connor

Aria
Montgomery

Victor Sterling

Chloe Dubois

Value

http://127.0.0.1:8000

passwordl23

482916

Each persona creates its own PIN at first sign-in; any strong 6-digit PIN works.

6 digits; not a sequence (123456), not repeated digits, not your
birth date, phone or employee number. 5 wrong attempts lock it for

30 minutes.
Email Role
root@enterprise.internal Root Super
Admin

ceo@enterprise.internal

hr@enterprise.internal

hrexec@enterprise.internal

accounts@enterprise.internal

accountsexec@enterprise.internal

devlead@enterprise.internal

dev@enterprise.internal

devops@enterprise.internal

design@enterprise.internal

vip@enterprise.internal

marketing@enterprise.internal
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(everything)

Chief Executive

Head of HR

HR Executive

Head of
Accounts

Accounts
Executive

Project Manager

Employee

Team Lead + IT
Administrator

Employee (paid
in GBP)

Employee (VIP,
GBP)

Employee

Good for trying

Roles, user access, settings, security
desk, health, audit

Final approvals: payroll, promotions,
bonuses, bank changes, onboarding

Payroll generation, people, leave,
onboarding/offboarding,
certificates, discipline

Day-to-day HR operations

Disbursement, ledger, currencies &
payouts, subscriptions

Finance operations

Projects, tasks, team approvals
(manager of the dev team)

Self-service: attendance, leave,
payslips, tasks, vault items

IT helpdesk, assets, service
accounts, vault
Multi-currency payslip

Attendance rules exemption

Self-service
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Julian Alvarez dev.probation@enterprise.internal

Zoya Malik ga.contract@enterprise.internal
Chloe intern.growth@enterprise.internal
Bennett
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Employee
(probation)

Employee
(contract, USD)

Employee
(intern)

Probation status

Contract staff

Intern
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Key ideas in two minutes

Idea

Role-based access

What it means for you

Menus, buttons and pages follow the permissions administrators manage in Roles

& permissions. Managers see their reporting line; HR and finance see what their

role needs.

Financial Security PIN

Payslips, bank details, attendance figures, the vault, currencies, the ledger,

promotions and bonuses require your 6-digit FPIN, then stay unlocked for 15
minutes. Lock instantly from the top bar.

Approval routes

Leave, promotions, bonuses, encashments, bank changes, payroll, top-ups and

onboarding move through ordered steps. You can never approve your own
request or one about yourself.

Multi-currency pay

Each person is paid in their own currency (PKR, GBP, USD, EUR). Payslips show the

exchange rate used; company totals are in PKR.

VAT

Audit trail
at any time.

Live notifications

Screens in this guide

1. Sign in — Getting started

2. First sign-in: create your Financial Security PIN —
Getting started

. Your dashboard — Getting started

. Unlocking secure areas — Getting started
. Attendance — Time & leave

. Requesting leave — Time & leave

. Approvals inbox — Time & leave

. Task board — work

. Task detail, checklists and deadline concerns — work

O W 00 N o U1 M W

—_

. Projects — work

—_
—_

. Payroll batches — Pay & finance

N

. Reviewing a payroll batch — Pay & finance

w

. Your payslip — Pay & finance

o

. Changing your salary bank account — Pay & finance

Ul

. Credentials vault — Pay & finance

(@)}

. SaaS subscriptions and VAT — Pay & finance

~

. Currencies & payouts — Pay & finance
18. General ledger — Pay & finance

19. Promotions and increments — People
20. Certificates — People

21. Public certificate verification — people
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22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

41
42

Recorded only for GBP subscriptions and only when the invoice charged it.

Sensitive actions are sealed in a tamper-evident log that administrators can verify

The bell, toasts and optional desktop/mobile push update instantly.

People directory — People

Employee profile — People

Employee ID card — People
Onboarding — People

Offboarding and clearance — People
Conduct, PIPs and warnings — People
Recruitment — People

IT helpdesk and assets — Services
Service account requests — Services
Team chat — Communication

Mailbox — Communication

Company calendar — Communication
Sales pipeline — Communication
Import & export — Administration
Roles & permissions — Administration
User access — Administration

Approval workflow designer — Administration
System settings — Administration

Security desk — Administration

. System health — Administration
. Tamper-evident audit trail — Administration

43.

Help & support, and the service status — Administration
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44. Phone layout — Mobile 45. Phone navigation — Mobile
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GETTING STARTED - 1/45

Sign in

Shown as not signed in - /login

Sign in

\Work email *

Use your corporate email and password

{

Password

[} Keep me signed in on this device

payroll, projects and IT.

© Role-based access with a second Financial Security PIN for
sensitive data.

@ Root Super Admin
f Device-bound sessions, lockout protection and a tamper- RootsuperAdmin
evident audit trail.

Elena Rostova
Head of HR

David Miller
Project Manager

2} Real-time approvals and alerts on every device.

Tarig Mahmood
Accounts Executive

Hamza Khan
Employee

Everyone signs in with their work email and password. In local and
staging environments the right-hand panel lists one demo
persona per role for one-click sign-in; it is never shown in
production.

How to

1. Enter your work email and password.

2. Press Sign in. Five wrong attempts lock the account for 15
minutes.

3. Demo only: click a persona card to sign in as that role.

Apex Enterprise HRM - User Guide

Demo environment - signin as a persona

Alexander Vance
Chief Executive

Sophia Chen
Head of Accounts

Liam O'Connor
IT Administrator

Marcus Wright
HR Executive

Read what the platform does

On this screen

1. Work email

2. Password

3. Signin

4. Demo personas (local/staging
only)
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GETTING STARTED - 2/45

First sign-in: create your Financial Security PIN

Shown as dev@enterprise.internal - /

Apex Enterprise Systems
& Peo ons Platform

FIRST SIGN-IN

Secure your account

Welcome, Hamza Khan. Complete these steps once — they protect
your salary, bank details and company credentials.

Financial Security PIN

One secure workspace for people,
payrc’"’ prOjectS andIT. @ Create your 6-digit Financial Security PIN (FPIN)

Payroll, payslips, bank details, attendance records and

. . X i the credentials vault stay hidden until you enter this PIN.
© Role-based access with a second Financial Security PIN for

N Avoid birthdays, phone numbers and sequences like
sensitive data.

123456.

i Device-bound sessions, lockout protection and a tamper-
s ~onfi *
evident audit trail. EPIN * Confirm FPIN

¥ Real-time approvals and alerts on every device. | L L L R O L L LI X]
Create FPINand open my workspace

Sign out
On the first sign-in every user creates a 6-digit Financial Security

PIN (FPIN). It protects payslips, bank details, attendance figures, On this screen

the vault and finance screens. Sequences (123456), repeated 1. Choose a 6-digit PIN
digits, birth dates and phone numbers are refused. 2. Repeat it

3. Save and continue
How to

1. Type a 6-digit PIN you have not used elsewhere (the demo uses
482916).

2. Repeat it in Confirm FPIN.

3. Press Create FPIN and open my workspace.
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GETTING STARTED - 3/45

Your dashboard

Shown as dev@enterprise.internal - /

@ :\'pexignt‘efp‘r‘l‘s?Syste... I Q Search pages and actions... ctri || K I & Unlocked -14:58 é‘a @

Dashboard

Dashboard Good evening, Hamza
Calendan Wednesday, 210ctober 2026 - Lead Fullstack Architect - Engineering Requestieave
Messages

Today (©) My open tasks = Waiting on me (=) Annual leave left *
Shared drive

Not clocked in 1 0 11 days
Mallbox Use Clock inin the top bar Nothing overdue Approvals assigned to you of 14 this year

Notifications

LEDE SUPPOTL A My hours - last 14 days

Daily quota 8 h

Recent notifications
Attendance - a 18 unread

© Rejected:Casual Leave - Hamza Khan (1day)
My profile Rejected by David Miller at "Line managerapproval”
10.0 E2E clean-up: please pick another date

(® Attendance

8.0
Leave ® Rejected:Casual Leave - Hamza Khan (1day)

6.0 Rejected by David Miller at "Line managerapproval"
Tasks E2E clean-up: please pick anotherdate

4.0
Payslips & payroll 50

® Rejected: Casual Leave - Hamza Khan (1day)

Expenses & claims 0.0 Rejected by David Miller at "Line managerapproval”

E2E clean-up: please pick anotherdate

08 Oct 09 Oct 10 Oct TOct 120ct 130ct 14 Oct 150ct 16 Oct 170ct 18 Oct 19 Oct 20 Oct 210ct
Salary bank account

Certificates ® Rejected: Casual Leave - Hamza Khan (1day)
- Wytasks - -
Ordered by deadline
Credentials vault
Architect Redis & WebSocket Pub/Sub Realtime Notification Engine High Due 24 Oct ® New sign-in location
ormsystems.com Enterprise Portal Youraccount signed in from 17218.01 (previously
Ha}r\nzit(han 17218.0.8). If this wasn't you, change your password...
The dashboard shows today's attendance, open tasks, approvals
waiting on you, leave balance, your hours chart (after FPIN On this screen
unlock), tasks and notifications. The top bar holds search (Ctrl+K), 1. Search & command palette
the secure-area lock, Clock in/out, notifications and your account (Ctrl+K)
menu. 2. FPIN lock state

3. Clock in / out
4. Live notifications
5. Today at a glance
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GETTING STARTED - 4/45

Unlocking secure areas

Shown as dev@enterprise.internal - /payroll

erprise Systems
ations Platform

&

This area is protected
One secure WOI’kSpace for people, Enter your Financial Security PIN to view payroll, banking,

payroll, projects and IT.

attendance and vault information.

© Role-based access with a second Financial Security PIN for FPIN *
sensitive data. }

......
i Device-bound sessions, lockout protection and a tamper- L
evident audit trail.

x 4 Unlock for 15 minutes
L3 Real-time approvals and alerts on every device. —

Back to dashboard

Opening a protected screen while locked shows this page. After

the PIN is accepted, protected screens stay unlocked for 15 On this screen
minutes (the timer restarts with every protected action). Click the 1. Your 6-digit FPIN
green "Unlocked" button in the top bar to lock immediately. 2. Unlock

How to

1. Enter your FPIN.

2. Press Unlock for 15 minutes — you are taken to the page you
asked for.

3. Five wrong PINs lock the FPIN for 30 minutes; IT can reset it.
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TIME & LEAVE - 5/45

Attendance

Shown as dev@enterprise.internal - /attendance

Dashboard

Calendar

Messages

Shared drive

Mailbox

Notifications

Help & support

My profile

Attendance

Leave

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Certificates

Service requests

Credentials vault

Hamza Khan
Employee

Q Search pages and actions... ctrl

Dashboard My work

Attendance

Your timesheet for October 2026. Shortfalls can be off set by surplus hours bef ore payroll

® ‘Today

Attendance

Wednesday, 21 October

You have not clocked in yet.

Hybrid

v -] Clockin

= |Daily log - October 2026

Date

Wed 14 Oct

Tue 13 Oct

Mon 12 Oct

Fri 09 Oct

Thu 08 Oct

Wed 07 Oct

Tue 06 Oct

In

09:12

09:13

09:02

09:05

09:03

09:12

09:02

1712

17:30

17:30

17:12

17:09

17:19

17:27

K

Worked

8h

8.28 h

8.47 h

8.12 h

8.1h

8.12 h

8.42 h

Days present
10/22
Shortfall
0.1h
+/-
+0.28 h
+0.47 h
+0.12h
+0.1h
+0.12h
+0.42 h

Mode

Hybrid

Hybrid

Hybrid

Hybrid

Hybrid

Hybrid

Hybrid

Your monthly timesheet: days present against the target, hours
worked, shortfall and surplus (surplus offsets shortfall before

payroll). Managers and HR can switch to people in their reporting

line and adjust records with a reason.

How to

1. Clock in from the top bar or the Today card.
2. Forgot to punch? Use Missed punch within 45 days — your
manager or HR approves it.

3. Pick another month with the month selector.

Apex Enterprise HRM - User Guide

Status

® Present

® Present

® Present

® Present

® Present

® Present

® Present

& Unlocked -14:58 ;@ @

| October 2026 © | ®) Missed punch

Hours worked o)
47 % of 176 h target
A Surplus A

Netdeficit afteroffset: 0 h

b5} My missed-punch requests

S}
No requests
Forgot to clock in or out? Submit a missed-punch
request within 45 days.

On this screen

1. Clock in / out

2. Missed-punch request
3. Month

4. Daily log
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TIME & LEAVE - 6/45

Requesting leave

Shown as dev@enterprise.internal -

/leave

Request leave
Your line manager approves first, then HR confirms.

eave type *
?Annual Leave
rom * To*
? mm/dd/yyyy ] ] mm/dd/yyyy

(] Half day
Counts as 0.5 days; start and end mustbe the same date.

eason *

4

/']
</ Submit request

Cancel

Leave balances per type are shown at the top. A request goes to
your line manager first and then HR. Weekends and public
holidays are not counted; overlapping requests and requests

above your balance are refused.

How to

1. Press Request leave.

2. Choose the type and dates (tick Half day for half a day).
3. Add a reason and press Submit request.
4. Follow progress with Track in My requests.

Apex Enterprise HRM - User Guide

On this screen

1. Leave type
2. From / to
3. Reason

4. Submit
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TIME & LEAVE - 7/45

Approvals inbox

Shown as devlead@enterprise.internal - /approvals

@ Apex Enterprise Syste...
People & O

Q Search pages and actions... ctri || K

Dashboard People

Approvals inbox

Approvals inbox

Dashboard
Calendar

Messages
g & Waitingonme 2

< Myrequests O Decided by me

Shared drive

Mailbox Annual Leave - Hamza Khan (3 days)

Leave requests - requested by Hamza Khan 4 hours ago

Notifications
8 Line manager approval

Help & support

My profile
Attendance
Leave

Tasks

Payslips & payroll
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault

David
Project
© 2026 Apex Enterprise Systems. Internal use only.

Everything waiting for your decision — leave, promotions,
bonuses, encashments — in one place. Each card shows the step,
who asked and whether it is past its SLA. A comment is required to
reject. You can never approve your own request or one about
yourself.

Apex Enterprise HRM - User Guide

@ secure areas locked -] Clockin é\a @

Every request waiting on you across leave, promotions, bonuses and encashment — plus the ones you submitted.

Casual Leave - Hamza Khan (1 day)
Leave requests - requested by Hamza Khan 25 minutes ago

8 Line manager approval

v/ Approve

© Sessions are encrypted, device-bound and audited

On this screen

1. Waiting on me
2. Comment (required to reject)
3. Approve / reject

12/51



WORK - 8/45

Task board

Shown as devlead@enterprise.internal - /tasks

@ ?pex Enterpr|§e Syste... Q search pages and actions... ctri || K & Secure areas locked -] Clockin é\a @

Dashboard My work Tasks
% Tasks

I'| Board [EE=REET
Drag cards between columns to update status. Completing a task requires its quality checklist = AP D

All projects v All streams v [C] Assigned to me

Calendar
Messages

Shared drive

Backlog o Todo o In progress 2 Inreview o Testing o Completed o
Mailbox

Architect Redis &

WebSocket Pub/Su...

ormsystems.com Ente

Notifications

Help & support
High
B 24 0ct 3= 24 HK

My profile

Full SEO Technical
Attendance Audit, Core Web...
ormsystems.com Ente

Leave
Urgent

= Tasks EJ 28 Oct = U3 cp
Payslips & payroll
Expenses & claims
it Salary bank account
Certificates
Service requests

Credentials vault

David Miller
Project Ma

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Drag cards between columns to change status. Cards show

priority, deadline (red when overdue), checklist progress and flags On this screen
for revisions and deadline concerns. Switch to List for a sortable 1. Drag a card to move it
table; filter by project, stream or "assigned to me". 2. Board / list view

3. Filters

4. New task

Apex Enterprise HRM - User Guide 13751



WORK - 9/45

Task detail, checklists and deadline concerns

Shown as devlead@enterprise.internal - /tasks

Q Search pages and actions... ctri || K @ secure areas locked -] Clockin é‘a @

Dashboard Tasks Architect Redis & WebSocket Pub/Sub Real...

Dachboard Architect Redis & WebSocket Pub/Sub Realtime Notification Engine
In progress v f8 Deadline concern
Calendan ormsystems.com Enterprise Portal - Development
Messages . )
= Description (0] Details
Shared drive
Mailbox Build the low-latency WebSocket connection pool linked to Redis f or instant real-time alerts across web Priority High
S andpushiclients: Deadiine 24 Oct 2026, 16:57
Estimate 24 h-actual145h
Help & support
.= Before starting += |Quality checklist (required to com... First QA pass —
2 of 2 done 0 of 2 done
My profile DefineRedis pbisub channets-and message Verify zero memory leaks on 10,000 simulated People
o)
envetopes socket connections (i
Attendance
Deploy to Staging VPS and run automated Assignee
Feave Establish-cHient recennection-backoft-strateg A Hamza Khan
Tasks Created by
David Miller
Payslips & payroll G
PRI (=} Activity
Line manager
Expenses & claims David Miller
Salaty bankaccount @ David Miller - 4 hours ago ) ) ) ) Observer
Great progress on the Redis pub/sub layer. Make sure the socket ping/pong intervalis tuned to 25s Alexander Vanice
Certificates for Laragon local test compatibility.
Observer
Service requests David Miller
Credentials vault %
gn Project

armevstems com Fnternrice Partal

A task cannot be completed until its quality checklist is done. If a

deadline is at risk, the assignee raises a Deadline concern with a On this screen
proposed date; the creator or manager accepts or rejects it. 1. Status
Completed work can be reopened for revision by QA/PM. 2. Quality gate

3. Comments & history
4. Assignee, manager, observers
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WORK - 10/45

Projects

Shown as devlead@enterprise.internal - /projects

&b é\‘pex Enterprise Syste... Q Search pages and actions... ctri || K @ secure areas locked é‘@ @
Dashboard Operations Projects
Dashboard Projects
Calendan Client and internal projects with their rulebook, teamand delivery progress.
Messages
Active projects (b Open tasks = Due in 30 days ) Total budget i)
Shared drive
1 2 0 Rs 125,000.00
Mailbox
Notifications
FelnlE suprort ormsystems.com Enterprise Portal ® Active
ORM Systems Global Inc.
0 of 2 tasks done 0%
My profile
@ David Miller 9 31Dec 2026
Glichianss 9,7 members (3 Rs 125,000.00
Leave
Tasks
Payslips & payroll
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault
© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited
Each project has a client, budget, deadline, team and a rulebook
(definition of done). Progress bars come from completed tasks. On this screen

1. Open a project
2. Portfolio KPIs
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PAY & FINANCE - 11/45

Payroll batches

Shown as hr@enterprise.internal - /payroll

Dashboard

Calendar

Messages

Shared drive

Mailbox

Notifications

Help & support

My profile

Attendance

Leave

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Certificates

Service requests

Credentials vault

Elena Rostova
Head of HR

Q Search pages and actions...

Dashboard My work

Payslips & payroll

employee's payout currency.

g My payslips
Month

October 2026

Payroll batches

HR audit

0 batch(es)
Month People
October 2026 12

Ctrl || K

Payslips & payroll

Gross Deductions

Rs 9,500.00 Rs 475.00

Executive approval
1batch(es)

2

Gross Deductions

Rs 118,200.00 Rs 1,250.00

© 2026 Apex Enterprise Systems. Internal use only.

& Unlocked -14:58

{Payroll runs through HR audit, executive approval and accounts disbursement. Each payslip is calculated in the

Net pay Status

Rs 9,025.00 Hr Approved

Accounts disbursal
0 batch(es)

Net (PKR) Stage

Rs 116,956.80

Awaiting executive approval

e )

[E Generate batch

B Payslip
Disbursed
0 batch(es)
Bank ref.
- Open

@ Sessions are encrypted, device-bound and audited

Payroll runs in three stages: HR audit - Executive approval -

Accounts disbursal. Each line is calculated in the employee's
payout currency; totals are in the base currency (PKR). Generation
is blocked until exchange rates exist for every payout currency.

How to

On this screen

1. Generate batch
2. Stage tracker

3. Your own payslips

1. After the cut-off day HR presses Generate batch and picks the

month.

2. HR reviews lines, waives deductions with a reason if justified,
then Submit for approval.
3. The executive approves (or returns with notes).
4. Accounts records the bank reference — payslips are marked
paid, employees notified and the ledger posted.

Apex Enterprise HRM - User Guide
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PAY & FINANCE - 12/45

Reviewing a payroll batch

Shown as hr@enterprise.internal - /payroll

@ Apex Enterprise Syste...
P r s

Q Search pages and actions...

Dashboard Payroll 2026-10
Dachboard Payroll - October 2026
Calendan 12 employees - totals in PKR
Messages
1 HR audit
Shared drive
Mailbox
Gross B8
Notifications
Rs 118,200.00
Help & support
=) Payslip lines
My profile
Employee Gross
Attendance
Leave Root Super;Admin Rs 15,000.00
PKR - Oh short
Tasks
Alexander Vance Rs 20,000.00
Payslips & payroll PKR - Oh short
Expenses & claims Elena Rostova Rs 9 500.00
PKR - Oh short i
Salary bank account
Marcus Wright Rs 5 200.00
Certificates PKR - Oh short i
Service requests i
q Sophia Chen Rs 11,000.00
PKR - Oh short
Credentials vault
Tariqg Mahmood Rs 5 500.00
HenaBostova PKR - Oh short
Head of HR
David Miller

Ctrl || K

2 Executive approval

Deductions

Rs 1,250.00

Bonus Deficit

Rs 750

Rs 1,000.

Rs 475.

Rs 260.

Rs 550.

Rs 275.

.00

00

00

00

00

00

oy 20

Awaiting executive approval

3 Accountsdisbursal 4  Disbursed
Net payable = Bankreference &
Rs 116,950.00 Pending
2, (Discussion
Net H

Elena Rostova

October Payroll batch prepared and
audited. Note: Hamza Khan had a minor
1.5hr deficit logged on Oct 3, but
compensated with 2.5hrs overtime on

©

Rs 14,256.00

Rs 17906260 Oct 4. | have activated the Full-Salary
Check override with waiver
justification. Forwarding to CEO for final

Rs 9,0625.60 :
sign-off.

Rs 4,940.00 @ Alexander Vance
Reviewing now. Hamza's weekend
dedication on the deployment deserves
the bonus as well. Looking forward to

Rs 18,456.60 i
accounts processing once | execute
the lock.

Rs 5,225.60

Each line shows gross, bonus, attendance shortfall deduction, tax

and net in the payout currency, with the FX rate when it is not PKR.

The discussion panel keeps the HR « executive - accounts

conversation with the batch.

Apex Enterprise HRM - User Guide

On this screen

1. Stage
2. Lines in each payout currency
3. Discussion
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PAY & FINANCE - 13/45

Your payslip

Shown as dev@enterprise.internal - /payroll

i\pex Enterprise Syste... Q Search pages and actions... ctrl || K & Unlocked é‘a @

Dashboard Payroll Oct 2026 Payslip

Dashboard Payslip
Hr A d i
Calendan Hamza Khan - October 2026 el (Bt EE

Messages
Srrerdia SALARY STATEMENT
ared drive i
@ Apex Enterprlfe Systems (Pvt.) Ltd. October 2026
Floor9, Corporate Tower, Blue Area, Islamabad i
Mailbox Paid in PKR
Notifications
Help & support Employee Employee ID Designation
Hamza Khan EMP-0008 Lead Fullstack Architect
Department Bank account Payment reference
Engineering HSBC Premier seseeee1223 s
My profile
Attendance
\EARNINGS DEDUCTIONS
Leave
Basic salary Rs 8,500.00 Attendance shortfall Rs 150.00
Tasks
Approved bonuses Rs 500.00 Income tax withheld Rs 425.00
Payslips & payroll
MRS Gross earnings Rs 9,000.60 Total deductions Rs 575.60

Expenses & claims - < e -
Attendance deduction waived by HR: Deficit deduction

waived by HR Head: Employee compensated hours
Salary bank account during weekend de ployment hotfix.

Certificates

Service requests
NET PAY Compute nerated statement — no signature required.

R S— Rs 8' 575 . 00 Working hours recorded: 176 h. Keep “foi(:;:‘:f;t

Hamza Khan
Employe:

© 2026 Apex Enterprise Svstems. Internal use onlv. () Sessions are encrvpted. device-bound and audited

Earnings, deductions and net pay in your payout currency, with
the base-currency equivalent when they differ. Use Print / save On this screen
PDF for a clean A4 copy. 1. Earnings
2. Deductions
3. Net pay
4. Print / PDF
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PAY & FINANCE - 14/45

Changing your salary bank account

Shown as dev@enterprise.internal - /bank

Request a bank account change
Your current account stays active until all three approvals are
complete.

?ew bank name *

ccount number * IBAN *
? ] PK36SCBLO00000T123456702

eason for change *

Proof (bank letter or cheque leaf)
Choose File No file chosen
PDF orimage, max 5 MB.

4

Cancel </ Submit request

Bank details are locked. A change needs HR, Accounts and

Executive approval in that order; nobody can approve their own On this screen
request. When all three approve, you re-enter exactly the 1. New bank
approved account once and the record locks again. Numbers are 2. Account & IBAN
encrypted and only the last four digits are shown. 3. Reason

4. Submit for approval
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PAY & FINANCE - 15/45

Credentials vault

Shown as root@enterprise.internal - /vault

& é\»-pex Enterprise Syste... Q Search pages and actions... ctri || K & Unlocked 14557 é‘@ @

Dashboard My work Credentials vault

Dachboard Vault & subscriptions
Encrypted shared credentials (AES-256-GCM) allocated per person, and every recurring Saa$S cost in its billin
Calendar iy PSP v g g P Store credential + Addsubscription
currency.
Messages
Shared drive Credentials you can open 2 Monthly run-rate ] Renewingin 14 days ) VAT recorded
Mailbox 2 Rs 1,395,125.00 2 £75.00
£450.00 - $ 4,400.00 Perbilling cycle
Notifications
Help & support
2 Credentials 2 E3 Subscriptions 3 E2 Top-uprequests 1
My profile o AWS Production Master Root o Preply Corporate Admin Account
Server - Amazon Web Services Cloud Infrastructure Saa$ - Preply Corporate Language Training

Attendance

Username sysadmin@enterprise.internal Username people.preply@enterprise.internal
Leave

Secret {Prod-Secret-AWS-KMs#99281!) () e
Tasks URL preply.com

URL console.aws.amazon.com
Payslips & payroll

€® 2 Access ® Reveal

G@ 2, Access | ® Hidein29s

Expenses & claims

Salary bank account Revealed secrets hide automatically after 30 seconds. Every reveal is logged with your IP address.
Certificates

Service requests

Credentials vault

Root Super Admin
Root Super Admi

© 2026 Apex Enterprise Systems. Internal use only. © Sessions are encrypted, device-bound and audited

Shared logins are encrypted with AES-256-GCM. People only see

credentials allocated to them; Reveal works after FPIN unlock, On this screen
hides again after 30 seconds and is logged with your IP address. 1. Revealed for 30 seconds
Administrators manage Access per credential. 2. Reveal / hide

3. Who can open it
4. Store a credential
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SaaSs subscriptions and VAT

Shown as accounts@enterprise.internal - /vault#subscriptions

Add subscription

Service * Vendor

Category Account owner

SaaS v Sophia Chen

Amount (excl. VAT) * illing currency Billing cycle

GBP Monthly

Next renewal *

1/21/2026

ayment method Cardbrand ard last 4 digits *
Company card Visa %

Never store full card numbers.

2
Renews automatically LJvar charged;(20%)

ickonly it the invoice shows VAT .

4

Cancel B® save subscription

Every recurring tool with its billing currency, cycle, auto-renew,

card brand and last four digits. VAT is only recorded for GBP On this screen

billing and only when "VAT charged" is ticked (rate from 1. Billing currency
settings, 20%). Renewals inside the reminder window are 2. VAT checkbox (GBP only)
highlighted and notified. 3. Payment method

4. Card last 4 digits
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Currencies & payouts

Shown as accounts@enterprise.internal - /admin/currency

& Unlocked -14:59 @o e

& Apex Enter| rise Syste... Q Search pages and actions... ctri [ K

Pe

Dashboard Finance Currencies & payouts

+ Add currency

Cashboard Currencies & payouts
Choose which currency each person is paid in. Payroll converts everything back to PKR using the rate effective on™§
Messages
Shared drive PKR payouts = GBP payouts = USD payouts = EUR payouts =
Mailbox 11 people 2 people 2 people 0 people

$26,000.00 gross / month Nobody assigned

Rs 89,200.00 gross / month £ 25,000.00 gross / month

Notifications

Help & support

- Employee payout currency 5 Rates to PKR

Change one person inline, or tick several and assign in bulk. Latest effective rate per currency.

1y profiie 1PKR Base currency
All currenc v All departments v Q Filter
Attendance 168P 362.5 PKR
Leave
Tasks
1EUR 302.75 PKR
D Employee Department Gross salary Paid in
Payslips & payroll
: Alexander Vance .
Expenses & claims Executive $ 20,000.00 usD ® Currency cata|ogue
EMP-0002 (S
Salary bank account
@ Aria Montgomery UI/UX Design £ 7,000.00 GBP CEs PKR - Pakistani Rupee e Vi
Certificates EMP-0010 TNassigned - 2 decimals
Service re Chloe Bennett : GBP - British Pound Sterlin
quests O @ Marketing Rs 2,000.00 PKR el y 9 Vi
EMP-0082 2 assigned - 2 decimals
Credentials vault
i USD - US Dollar
Chloe Dubois )
O @ i SEO & Marketing Rs 6,500.00 PKR i — 4
Sophia Chen
Head of Acc its
= EUR - Euro
T €
O m Davia Milier Endineerina Rs 12.500.00 PKR 0 assianed -2 decimals 4

Decide who is paid in PKR, GBP, USD or EUR. Change one person
inline or tick several and Assign currency in bulk. Record
exchange rates by effective date — payroll uses the latest rate on
or before its date and stores it on each payslip.

On this screen

1. Payout currency per person
2. Current rates

3. Record exchange rate

4. People per currency
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General ledger

Shown as accounts@enterprise.internal - /admin/ledger

?PSX Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -1458 @o e

Dashboard Finance General ledger

Dashboard General ledger |
it Double-entry journal in PKR. Payroll disbursements post here automatically. <l
Messages
Total posted % Entries 8
Shared drive
Rs 133,420.00 4

Mailbox

All journal types

Notifications

Help & support ° Leave Encashment Salary Advance Salary Disbursement Tax Deduction
Reference Date Type Employee Debit Credit
My profile i -10 -
VP SED 2926 48-064 ~ . 19 Oct 2026 Salary Advance Julian Alvarez Employee Short-Term Advances Receivable Company Pet
Relocation emergency advance for Julian ..
Attendance
&ED?ZOZ[’,{U’OM o 17 Oct 2026 Leave Encashment — Leave Encashment Benefit Expense Direct Employ
Leave 5 encashed annual leaves disbursed to Pri...
Tasks LED:2626:107802 i 020ct 2026 TaxDeduction — Employee Withholding Tax Reserve Federal & Sta
Statutory income tax and payroll deductio...
Payslips & payroll
LED-2026-10-001
: 02 Oct 2026 Salary Disbi t — Corporate Payroll Expense JPMorgan Ch:
Automated salary disbursal for October 2... alafyZisodrsemen P 4 P g
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault
Sophia Chen
L ceodnts © 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Double-entry journal in the base currency. Payroll disbursements

post automatically; finance posts manual journals with FPIN. On this screen
Entries are never edited — mistakes are corrected with an 1. Post journal
adjusting entry. 2. Journal entries
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Promotions and increments

Shown as hr@enterprise.internal - /promotions

(A ] é\pex Elnterpris? TR Q Search pages and actions... ctrl || K & Unlocked -14:58 é‘e @

Dashboard People Promotions & increments

Dashbosrd Promotions & increments

Calenda ] Every compensation change follows the approval route (manager — HR - executive) and is applied on its
effective date

Messages

Shared drive In approval X Approved, not yet effective (3 Applied © Average increment o

Mailbox 1 0 1 12.0%

Notifications

Help & support Employee Change Designation Salary Effective Status Proposed by

Lead UI/UX & Product Design

Aria Montgomery Salary increment  Specialist - Lead UI/UX & £7,000.00 5 auq2026 o Applied David Miller
UI/UX Design 2 - +12.00%
My profile Product Design Specialist
Attendance Hamza Khan Bromaliai Le.ad.FuIIslack Archi&e(?l > Rs 10,030.00 Siiovanse Pending approval David Miller
Engineering Principal Software Engineer +18.00% HR review
Leave
Tasks
Payslips & payroll
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault
Elena Rostova
Headioth © 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited
Managers and HR propose promotions, increments, transfers and
confirmations. They pass line manager - HR - executive approval On this screen
and apply automatically on the effective date. 1. Propose change

2. History and approval stage
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Certificates

Shown as hr@enterprise.internal - /certificates

& ﬁ-pex Entefprlse Syste... Q Search pages and actions... ctri || K & Unlocked 1456 @e @

Dashboard My work Certificates

Dashboard Certificates

Issue (allocate) letters and certificates to one or many employees. Each one carries a serial number and a public
Calendar etk 2 Dl P ﬁ Templates + Issue certificate

Messages
Search
Shared drive

Mailbox Serial Certificate Employee Issued Issued by Status
Notifications
CERT-2026-000001 Experience letter Hamza Khan 210ct 2026 Elena Rostova ® Issued © View Revoke

Help & support

CERT-2026-000002 Training completion Aria Montgomery 210ct 2026 Elena Rostova ®Issued ® View Revoke

My profile CERT-2026-000003 Training completion Chloe Dubois 21 0ct 2026 Elena Rostova e Issued © View  Revoke

Attendance

Leave

Tasks

Payslips & payroll
Expenses & claims
Salary bank account
Certificates

Service requests

Credentials vault

Elena Rostova

Head of HR

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Issue experience letters, employment verifications, training and

appreciation certificates to one person or many. Each has a serial On this screen
number, a digital signature and a QR code anyone can scan to 1. Issue certificate
verify it. 2. Issued certificates
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Public certificate verification

Shown as not signed in - /certificates

Apex Enterprise Systems

|Valid certificate

Issued by Apex Enterprise Systems (Pvt.) Ltd.and
unchanged since issue.

VCertificate Serial number

Experience letter CERT-2026-000001

Issuedto Issued on

Hamza Khan 210ct 2026

Valid until Signed by

No expiry Elena Rostova - Head of Human
Resources

The QR code on every certificate opens this public page. It

confirms the certificate is genuine, shows if it was revoked, and On this screen

reveals nothing else about the employee. 1. Verification result
2. Certificate details
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People directory

Shown as hr@enterprise.internal - /employees

@ Apex Enterprise Syste...
People & s

Dashboard

Calendar

Messages

Shared drive

Mailbox

Notifications

Q Search pages and actions...

Dashboard

People

People Directory

15 people across the organisation.

Alexander Vance

Chief Executive Officer
Executive - EMP-0002

ctrl

K

All departments v

Aria Montgomery

Lead UI/UX & Product Design Specialist

Ul/UX Design - EMP-0010

Current staff

& Unlocked -14:51 iy

Q search

Chloe Ben

e

i Ot

nett

Digital Growth Intern
Marketing - EMP-0082

Chief Executive Employee Employee

Help & support

Chloe Dubois David Miller Elena Rostova

Growth, SEO & Content Strategist VP of Engineering & Project Director VP of People & Culture
My profile SEO & Marketing - EMP-00T1 Engineering - EMP-0007 Human Resources - EMP-0003
Attendance Employee Project Manager Head of HR
Leave

Hamza Khan Julian Alvarez Liam O'Connor

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Engineering - EMP-0008

Employee

Marcus Wright

Lead Fullstack Architect

Associate Backend Engineer

Engineering - EMP-0080

Employee

Root Super Admin

DevOps & Cloud Infrastructure Lead
DevOps - EMP-0009

IT Administrator

Sophia Chen

Chief Financial Controller
Accounts & Finance - EMP-0005

e 0 0 O
© 0 6 06
O 06 6 O

Senior HR Operations Specialist
Human Resources - EMP-0004

Principal Enterprise Architect
Certificates Executive - EMP-0001

Head of Accounts

Zoya Malik
Senior Automation QA Consultant

Engineering - EMP-0081

HR Executive Root Super Admin

Victor Sterling
Principal Board Advisor & Technical Fellow

Executive - EMP-0012

Service requests

Credentials vault

Tarig Mahmood

Senior Payroll & Disbursements Officer
Accounts & Finance - EMP-0006

Elena Rostova
Head of HR

Search by name, email, title or employee ID; filter by department
or status. Managers see their reporting line; HR sees everyone. On this screen

1. Search
2. Open a profile
3. Org chart
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Employee profile

Shown as hr@enterprise.internal - /employees/8

&b é\‘pex Enterprise Syste... Q Search pages and actions... ctri || K
Dashboard People Hamza Khan
Dashboard Ham Za Khan
Calendar
Messages Hamza Khan eActve Employee

Lead Fulistack Architect - Engineering
Shared drive

EMP-0008 dev@enterprise.internal +1555-0600 Hybrid
Mailbox
Notifications _
L Overview 2 Compensation 3O Documents 0 Assets S= Work 58 Conduct
Help & support
@ Employment ® Personal

My profile

Employee ID Department Date of birth
Attendance EMP-0008 Engineering 15 Oct 1995

Designation Employment type Blood group
Leave . "

Lead Fullstack Architect Full Time O+
Tasks Joining date Work mode City

01 Apr 2023 Hybrid —

Payslips & payroll

Direct reports Notice period

Expenses & claims — —

Salary bank account

Certificates

Service requests

Credentials vault

Elena Rostova

Head of

© 2026 Apex Enterprise Systems. Internal use only.

Overview, compensation (FPIN), documents (private, downloads
logged), assets, work and conduct in one place. Actions: ID card,
propose change, issue notice, manage access.

Apex Enterprise HRM - User Guide

& Unlocked -14:50 ;se @

@) IDcard 7 Propose change A\ Issuenotice

Reports to
David Miller

@

Joined 01 Apr 2023 (3 years 6 months)

Gender

Nationality

Emergency contact
Zayd Khan - +1 555-0601

© Sessions are encrypted, device-bound and audited

On this screen

1. Profile sections

2.1D card

3. Promotion / increment
4. Conduct notice
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Employee ID card

Shown as hr@enterprise.internal - /employees/8/id-card

a L\PSX Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -14:48 @e @

Dashboard People Hamza Khan ID card
Dachboard Employee ID card

Standard CR80 size (85.6 x 54 mm). The QR code opens a public verification page showing only name, title and
Calendar ¢ ) P A L ey 4 Test verification S Print
employment status.

Messages

APEX ENTERPRISE SYSTEMS If found, please return to
Apex Enterprise Systems (Pvt.) Ltd

Shared drive

. Floor 9, Corporate Tower, Blue Area, Islamabad
Mailbox

Hamza Khan

H K Lead Fullstack Architect

Engineering Emergency contact
Zayd Khan - +1555-0601

Notifications

Help & support

EMP-8008

My profile

Blood O+ - Valid t010/2027

Attendance

Leave

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Certificates

Service requests

Credentials vault

Elena Rostova

Head of HR

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Standard CR80 card ready to print. The QR code links to a public
page that confirms the person is a current employee — without On this screen

exposing contact details. 1. Verification QR
2. Print
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Onboarding

Shown as hr@enterprise.internal - /onboarding

New onboarding requisition
Roles you can assign are limited to those below your own level.

rom candidate (optional)
— None —

First name * Last name *

Personal email *

Department Designation *

Accounts & Finance
ccess role Reports to
? Employee v ] —
Work mode ross monthly salary (PKR) *
On-site v ? ]

4

Cancel ﬁ Submit requisition

HR raises a requisition (optionally from a candidate) - IT

provisions email and tools — an executive approves — HR On this screen

finalises, which creates the account with a one-time password. 1. Prefill from a candidate

New hires change the password and create an FPIN at first sign-in. 2. Access role (below your level)
3. Salary
4. Submit
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Offboarding and clearance

Shown as hr@enterprise.internal - /offboarding

?PSX Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -14:42 @e @

Dashboard Offboarding Marcus Wright

Easnbeard Marcus Wright
Calenda ] Senior HR Operations Specialist - last working day 05 Nov 2026 Serving Notice
Messages

Days remaining % Clearance gates| © Handover items = Successor S
Shared drive

15 3/4 2/3 Elena Rostova

Mailbox Resigned 06 Oct 2026

Notifications

Help & support © Clearance gates g Final settlement
All four must be signed before the relieving certificate is issued. Nobody can sign their own clearance. Estimated from salary, tenure and unused
leave.
My profile ) E clearance ) v o rE-iR c}earanced -
T s revoke view -
quipment returned, access revo! Xit interview, documents, car Last momhsa\ary Rs 5, 200.00
Signed Signed
alicndance d 4 Gratuity Rs 2,450.00
Leave Leave encashment Rs 1,280.00
= A\ccounts clearance © Department clearance
TASKE WAdvances, loans and final settlement Work handed overto the successor Total Rs 3,736.680
Signed
Payslips & payroll
Expenses & claims B Notice

.= Handover checklist

Salary bank account

Item Category Successor Due Reason
Certificates Relocating to Europe for postgraduate studies.
Transfer Enterprise ATS Master Credentials Credentials Elena Rostova 24 Oct Handover notes

Service requests Export active hiring pipelines, applicant CSV archives, and hand... Ty

Credentials vault and biometric enroliments to HR Head.

Return Assigned MacBook Pro & Physical Smart Card

0Ongoing tasks = 28 Oct
Wipe corporate data, return Apple M3 Pro laptop, YubiKey, and ...

Elena Rostova
>THR

Final Accounts & Travel Advance Reconciliation

Documentation Sophia Chen 02 Nov
Submit petty cash receipts and resolve $150 travel reimbursem...

Notice period, handover checklist, settlement estimate and four

clearance gates (IT, HR, Accounts, Department). Nobody signs On this screen
their own gate. When all are signed the account closes and the 1. Four clearance gates
relieving certificate is issued. 2. Handover items

3. Settlement estimate
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Conduct, PIPs and warnings

Shown as hr@enterprise.internal - /warning

@ ﬁpex gn-terprlst? Syste... Q Search pages and actions... ctri || K & Unlocked -14:41 ;\6 @

Dashboard Conduct Warnings

Dashboard Formal warnings

Strike-based warnings. At 3 warnings an account is automatically frozen to mailbox-only access until a senior A
o © Issue warning
manager lifts it

Employee Warning Level Issued by Date Appeal

Calendar
Messages
Shared drive
Mailbox
Notifications @

Help & support No formal warnings

My profile
Attendance

Leave

Tasks

Payslips & payroll
Expenses & claims
Salary bank account
Certificates

Service requests

Credentials vault

Elena Rostova
' THR

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Formal strike warnings. Reaching the threshold (3 by default) — or

an emergency freeze — restricts the account to the mailbox until On this screen
HR or the manager lifts it; the employee then submits a 1. Issue warning
justification. 2. Warnings and appeals
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Recruitment

Shown as hr@enterprise.internal - /recruitment

& é\PeX Enterprls% Syste... Q Search pages and actions... ctri || K & Unlocked -14:39 ;;e @

Dashboard People Recruitment

Dashboard Recruitment -
o .
e Candidates from CV review to hire. Every CV opening is logged i

Messages m CV review Shortlisted Interviewing Offer extended Hired Rejected All departments v
Shared drive
Candidate Position Reviewer Interviews CV opened Stage
Mailbox
Notifications
(<]
Help & support ra

No candidates

My profile

Attendance Opening a CV is recorded with your name and time for data-protection compliance
Leave

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Certificates

Service requests

Credentials vault

Elena Rostova

Head of HR

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Candidates by stage, private CVs (every opening is logged),
interview scheduling and handover into onboarding. On this screen

1. Add candidate
2. Pipeline
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IT helpdesk and assets

Shown as devops@enterprise.internal - /it

& é\fex En-t‘efpr‘l“s% Syste... Q Search pages and actions... ctrl |[ K & Unlocked 1458 N e

pashboard > Mywork > IT helpdesk

Pashboard IT helpdesk & assets
Calendan Tickets with SLA tracking and the company equipment register. @ Register asset () paistn
Messages
Open tickets @ SLA breached = Assetsregistered a Awaiting confirmation =)
Shared drive
Mailbox
Notifications
® Tickets B Assets
Help & support ———
Ticket Raised by Category Priority SLA Status
My profile AL-110K2001 Aria Mont Soft High Due 3 hours f 21
VP Figma Enterprise Organization License Seat Activation fa;viontgomery ontwars g ue ShoursTromnow NS =
Attendance
Response targets: Critical 4 h - High 12 h - Medium 24 h - Low 48 h.
Leave
Tasks
Payslips & payroll
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault
© 2026 Apex Enterprise Systems. Internal use only. © Sessions are encrypted, device-bound and audited

Tickets get a number and an SLA by priority (critical 4 h ... low 48
h). Equipment issued to someone must be confirmed by them; On this screen
discrepancies go straight back to IT. 1. New ticket

2. Asset register
3. SLA breaches
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Service account requests

Shown as dev@enterprise.internal - /services

Request a service account

ervice Plan / tier *
?Claude (Anthropic) ¥ ] eg.Team Pro, Read-only

usiness justification *

z

3

Cancel <7 Submit request

Ask for Claude, Workspace, AWS, GitHub and other accounts. IT

provisions them straight into your vault — passwords never travel On this screen
by chat or email. 1. Service
2. Justification
3. Submit
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Team chat

Shown as dev@enterprise.internal - /chat?user id=7

& ﬁpe‘% E“tsfprléé Syste... Q Search pages and actions... ctrl |[K & Unlocked -14:17 -] Clockin é\a @
Dashboard Workspace Messages
Dashboard
David Miller 1
Calendar VP of Engineering & Project Director
Messages Realtime check 1792599001712
Shared drive announcements (1] P
engineering-hub (1] B
Mailbox _ @
general [ 1] DM probe 1792599086465
Notifications
%
Help & support
@ Alexander Vance (1) 2112 You @
@ Aria Montgomery Realtime check 1792599130113
My profile e Chloe Bennett i
o 2112 You
(® Attendance e Chioe Dubols @
@ BB Realtime check 1792599176 530
avid Miller
Leave
v
@ Elena Rostova
Tasks
e 2113 You @
Julian Alvarez
Payslips & payroll Realtime check 1792599213339
e Liam O'Connor
Expenses & claims as
@ Marcus Wright
2114 You
Salary bank account @ AL e @
201 RHRSLACIND Realtime check 1792599243066
Certificates e Sophia Chen .,
Service requests @ Tariq Mahmood
Credentials vault @ Victor Sterling
-
Hamza Khan
© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Channels and direct messages delivered instantly over a secure
WebSocket ("Live"). If the connection drops the page falls back to On this screen

polling automatically. 1. Live connection
2. Type and press Enter
3. Channels and people
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Mailbox

Shown as dev@enterprise.internal - /mailbox

Apex Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -1415 é@ @

Dashboard Workspace Mailbox

Dashboard Mailbox
4
Calendan hamza khan@enterprise.internal %) Eanizass
Messages Inbox
ORM Systems: Milestone 2 API P B «
Shared drive
Sont sge " : s
o Unfena) (inangedl) @aracnments Specification Confirmation
Mailbox Dratt client relations@ormsystems.com —
rafts A,
clientrelations@ormsystems.com hamza khan@enterprise.internal
Notifications Monday, 19 Oct 2026 - 16:57
Archive ORM Systems: Milestone 2 API Specification Confi...
Hi Hamza,We reviewed the OpenAPI 3.1 specification ... (D ormsystems.com Enterprise Portal
Help & support
Trash
Hi Hamza,We reviewed the OpenAPI 311 specif ication for the portal
MyproTie authentication and webhook hooks. Everything looks solid and approved
from our architecture board.Regards,David Chen, CTO ORM Systems
Attendance
Leave
Tasks
Payslips & payroll
Expenses & claims
Salary bank account
Certificates
Service requests
Credentials vault
Hamza Khan
= s © 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Folders, search, filters, flags, attachments with safe preview, and
links to projects or tasks. Managers can place a retention hold so On this screen
messages cannot be deleted. 1. Compose

2. Folders
3. Search
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Company calendar

Shown as dev@enterprise.internal - /calendar

& é\PeX Entgrprlsé Syste... Q Search pages and actions... ctri || K & Unlocked -14:13 é‘a @

Dashboard Workspace Calendar

Dashboard Company calendar

Meetings, public holidays, approved leave, birthdays and work anniversaries in one place,

Calendar
Messages " .
@ Meeting @ Holiday @ Leave @ Birthday @ Anniversary 7 Upcoming holidays
Shared drive |
< > Today October 2026 - Week | List
Mailbox NOV  Igbal Day
09 Monday - Public
Mon Tue Wed Thu Fri Sat Sun
Notifications "
1 2 3 4 DEC Quaid-e-Azam Day
25  Frigay - Public
Help & support
5 6 7 8 9 10 n
& Birthdays in the next 30 days
My profile
12 13 14 15 16 17 18 Root Super Admin
Attendance Principal Enterprise Architect Ao
Tasks 19 20 21 22 23 24 25
@ 9:30a Daily Eng @ 2p Female Leac ® 3p Male Menta
Payslips & payroll
26 27 28 29 30 31
Expenses & claims
® 4p Q4 Executin
Salary bank account
Certificates
Service requests
Credentials vault
Hamza Khan
STR0YRS © 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Meetings, public holidays, approved leave, birthdays and work

anniversaries. Click an event for details and the meeting link. On this screen
1. Month / week / list
2. Upcoming holidays
3. Birthdays
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Sales pipeline

Shown as root@enterprise.internal - /crm

& Apex Entgrprlsg Syste... Q Search pages and actions... cerl | K & Unlocked -1416 é@ @

Dashboard Operations Sales pipeline

Dachboard Sales pipeline
+ Addlead

Calendar Track leads fromfirst contact to signed deal. Drag a card to move it between stages.
Messages

Open pipeline ~~ Won < Open leads o Winrate o
Shared drive

Rs 0.00 Rs 250,000.00 0 100%

Mailbox
Notifications

New lead 0 Qualified 0 Proposal sent 0 Negotiation o Won 1 Lost 0
Help & support ] ] ] ] 250,000 ]

FinTech Sovereign ...
Apex Financial Holdin...

My profile Rs 256,000.60
Attendance plexandervan... refer.
Leave

Tasks

Payslips & payroll

Expenses & claims

Salary bank account

Certificates

Service requests

Credentials vault

Root Super Admin
Ro -

Admin

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Drag leads between stages; stage totals and win rate update
instantly. On this screen

1. Drag to change stage
2. Add lead
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Import & export

Shown as root@enterprise.internal - /data-transfers

i\pex Enterprise Syste... Q search pages and actions... ctrt |[ K & Unlocked -1414 é‘a @

Dashboard Administration Import & export

Dachboard Import & export
Calendan Download templates, export data as CSV (Excel-compatible) and import in bulk. Every import is validated in a dry
run bef ore anything is written.
Messages
Shared drive o Employees Departments Attendance & FPIN
2 & (©]
T Employee master data. New rows create Organisational units with heads, parents Daily check-in / check-out times (legacy
ailbox

accounts with a one-time password that and cost centres. Matched by code. spreadsheet or terminal export). Re-

must be changed at first sign-in; existin imports overwrite the same day and re-
Notifications 9 2 2 P ¥

emails are updated. calculate the hour bank.

Help & support

&, Export CSV Template

&, Import CSV &, Export CSV Template

Mylprotic &, Export CSV Template
&, Import CsV
Attendance & Import CSV
Leave
Tasks @ Exchange rates & FPIN = SaaS subscriptions & FPIN = Holidays
O °
EaviaE T Rate history used for payroll conversion Software spend with billing cycle, card Public and company holidays used by the
ayslips & payrol
Pl [ and subscription run-rate. Matched by last four and VAT. VAT is only recorded calendar, leave and working-day
Expenses & claims pair and effective date. for VAT currencies (GBP by default). calculations. Matched by name and date.
Matched by service name.
Salary bank account
Certificates &, Export CSV Template

&, Export CSV Template

i 2
Service requests & Import CSV

&, Import csV &, Export CSV Template

Credentials vault
&, Import CSV

Root Super Admin
Root Super Admi

=1 Payrollregister & FPIN

Download a template, upload a CSV, review the dry-run (nothing is
written yet), then import the valid rows. Exports are protected On this screen
against spreadsheet formula injection and audited. 1. Export

2. Template
3. Run history
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Roles & permissions

Shown as root@enterprise.internal - /admin/roles?role=3

Apex Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -1413 @0 @

Dashboard ini; ion Roles & p issions
Dachboard Roles & permissions
Roles are bundles of permissions. Every menu item, button and APl action checks these permissions — nothing is
Calshcay hard-coded & 4 3 g Lo User access

Messages

Edit role Access matrix
Shared drive & B

Mailbox
Root Super Admin Al access o) Head of HR

Notifications LeVel100.. membar.svaly Oowns the employee lifecycle, attendance policy and payroll preparation
permissions

Help & support Level 70 / Edit details T Delete

Chief Executive

Level 90 -1Tmember- 40 permissions
Save permissions

My profile
Head of Accounts
Attendance Level 70 - Tmember - 26 permissions o "
Administration Al None Attendance Al None
Leave Head of HR
Tasks Level 70 -Tmember - 58 permissions | Certificates Al None Communications Al None
Payslips & payroll Project Manager
Level 60 - 1member - 25 permissions Compensation All None Discipline Al None
Expenses & claims
Salary bank account IT Administrator X .
Drive All None Finance All None

Level 55-Tmember- 17 permissions

Certificates

Accounts Executive
Service requests IT All None Leave Al None
Level 50 - Tmember- 7 permissions

Credentials vault

HR Executive Lifecycle Al None Payroll & banking Al None
Level 50 - Tmember- 21 permissions

Root Super Admin
tSuper Admi

e i Renimnta 0 ARRL an Riona \inialh 0 aiesadintians an Riana.

Every capability is a permission stored in the database (95 in 14

modules). Roles are bundles with a level; admins edit the matrix On this screen

without code changes. Padlocks mark permissions that also need 1. Edit role / access matrix
the FPIN. 2. Permissions by module
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User access

Shown as root@enterprise.internal - /admin/access/8

Q Search pages and actions... ctri || K

@ Apex Enterprise Syste...
People & Ope

& Unlocked -14M ;\0 @

Meetings & calls
Dashboard Useraccess Hamza Khan

Hamza Khan

Sales pipeline Lead Fullstack Architect - Engineering

Call recordings

® Impersonate @ Profile

Biometric terminals
o Roles o} ‘Security state
Effective permissions are the union of all assigned roles plus the overrides below.

General ledger Last sign-in

(] Root Super Admin [ chief Executive 210ct 2026, 2118 from 17218.0.1

Currencies & payouts

Level 100 - unrestricted Level 90
Password changed
Not since account creation
[} Head of HR [[] Head of Accounts .
Level 70 Level 70

Set 1minute ago

D Project Manager D IT Administrator £ Issue temporary password
o Level 60 Level 55
e User access D Reset FPIN
Departincdats [[] Accounts Executive [J HRExecutive
Level 50 Level 50
R Elows o, |Active sessions
0
Certificate templates (] TeamLead Employee
Level 40 Level 10 Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36...

System settings 17218.0.1- 8 seconds ago

Import & export Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36...

17218.0.1- 4 minutes ago
Audit trail Y Account
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36...

System health 17218.01- 5 minutes ago

Employment status

Developer settings [J Exempt from attendance quota

Deficit hours are not deducted in payroll (executives,
fellows)

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36...
17218.0.1- 6 minutes ago

Active v

Suspended and exited accounts are signed out

I:?ot ‘SupetAdmln immediately.

dmi

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36...
17218.0.1- 6 minutes ago

Assign roles, grant or deny single permissions temporarily (with
expiry and reason), see sessions, unlock accounts, issue a one-
time password or reset the FPIN. 1. Roles
2. Unlock / temporary password /
FPIN reset
3. Sessions

On this screen
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Approval workflow designer

Shown as root@enterprise.internal - /admin/workflows

& é\‘pex E“F?’P“?‘* Syste... Q Search pages and actions... ctri || K & Unlocked -14:09 é‘@ @

Dashboard Administration Workflows

Easnbeard Approval workflows

Calendan Design who approves what. Drag steps to re-order them; changes apply to the next step of requests already in
flight

Messages

. Bonuses Bonuses
Shared drive k2 &2

2 steps - 1in flight Key: bonus

Mailbox

¥ Leave encashment
2 steps - 0 in flight

(g Workflow name *
Notifications

04 Enabled
Bonuses @
Help & support
o Leave requests
2 steps - 2in flight Description
i One-off variable pay that flows into payroll for its payout month.
My profile Promotions & salary changes
3 steps - 1inflight V2
Attendance
Steps + Add step
Leave
Tasks Step name Approver Permission / role SLA (h)
1
Payslips & payroll HR verif ication Anyone holding HR approval step for 48 *
Expenses & claims v
Salary bank account cl
Certificates
Step name Approver Permission / role SLA (h)
Service requests
Executive approval Anyone holding Approve bonuses fo v 72 0
Credentials vault
N2
Root Super Admin of
Roc

Drag steps to re-order them, choose who approves each step (line

manager, department head, a permission or a role) and set an SLA. On this screen
Changes apply from the next step of requests already in progress. 1. Drag to re-order
2. Add step
3. Save
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System settings

Shown as root@enterprise.internal - /admin/settings

?PSX Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -14:07 @0 @

Dashboard Administration System settings

Dachboard System settings
Calendan Every business rule — quotas, VAT, lockouts, thresholds — is configured here and applied instantly across the
platform.

Messages

@b General
Shared drive @ General

Company identity printed on payslips and certificates.

(@® Attendance

Mailbox
Payroll Company display name %
Notifications & Y gk o A ) o N Apex Enterprise Systems
Shown in the header, payslips, certificates and emails
«@ Finance & VAT

Help & support

Secuity Registered legal name
= Apex Enterprise Systems (Pvt.) Ltd.
Printed on certificates and statutory documents
My profile Discipline
Lif ecycle

Attendance Secisiersdail

egistered address

N Floor 9, Corporate Tower, Blue Area, Islamabad
Printed on payslips and certificates

Leave Notifications

2 O 3 @ O

Tasks Maintenance

Employee ID pref ix
Payslips & payroll New employee IDs are generated as prefix + zero-padded
sequence (e.g. EMP-0042)

EMP-

Expenses & claims

Salary bank account
Support mailbox

it-support@enterprise.internal
Shown on error pages and lockout notices. pport@ P

Certificates

Service requests

Credentials vault Changes are audited and take effectimmediately. Save general settings

Root Super Admin
Root S Admi

© 2026 Apex Enterprise Systems. Internal use only. @ Sessions are encrypted, device-bound and audited

Company details, attendance targets, payroll tax and cut-off, VAT

rate and VAT currencies, FPIN timings, lockout policy, discipline On this screen
threshold, notifications and maintenance — all editable without a 1. Setting groups
deployment. 2. Typed values
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Security desk

Shown as root@enterprise.internal - /admin/security

?PSX Enterprise Syste... Q Search pages and actions... ctrl | K & Unlocked -14:05 @0 @

Dashboard Administration Security desk

Dashboard security desk

3 Audit trail >
Calendan yLive sessions, lockouts, audited impersonation, maintenance mode and company-wide announcements, B €

n out everyone

Messages

VActive sessions (=} Locked accounts ) Pending impersonation > Maintenance mode ]

200 0 0 Off

Shared drive

Mailbox

Notifications

o Active sessions & Locked accounts
Help & support Sessions are bound to the browser that created them and expire after inactivity. Locked after repeated failed passwords or
PINs.
User Device IP address Last active
My profile Root Super Admin This session Chrome 172.18.0.1 2 seconds ago
Attendance =]
Hamza Khan Chrome 172.18.0.1 13 seconds ago X End
No locked accounts
Leave
Liam O'Connor Chrome 172.18.0.1 20 seconds ago X End
Tasks
Payslips & payroll Elena Rostova Chrome 172.18.0.1 24 seconds ago X End ¢ Maintenance mode
Expenses & claims
Guest Chrome 172.18.0.1 38 seconds ago X End
Close the portal for everyone except
Salary bank account
administrators.
Certificates Sophia Chen Chrome 172.18.0.1 44 seconds ago X End Message shown to users
Service requests o Scheduled system upgrade in progress. We
David Miller Chrome 172.18.0.1 1 minute ago X End o
will be back shortly.
Credentials vault 4
Guest Chrome 172.18.0.1 4 minutes ago X End
g 1 00 Enable maintenance
Root Super Admin
Root Super Admi
Guest Chrome 172.18.0.1 4 minutes ago X End

Live sessions (end one or everyone), impersonation with a written
reason (silent or freeze), locked accounts, maintenance mode and On this screen
company announcements. 1. Sessions

2. Audited impersonation
3. Maintenance
4. Emergency sign-out
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System health

Shown as root@enterprise.internal - /admin/health

& ipex Enter "fé Syste... Q Search pages and actions... ctri || K & Unlocked -14:04 é‘a @

Dashboard Administration System health

Dachboard System health
~
Calendan Live diagnostics collected 21:20:08. AL Eystemsioperationdl & Refresh
Messages
E Database ® Healthy = Redis cache ® Healthy = Queue ® Healthy = Scheduler ® Healthy
Shared drive pgsql-hrm S Redis 7411 '~ redis- 4 queu... Last tick 8 se...
Mailbox A000RNOORNRRIRNRRNRRNNN 20000% A000RNDRNURNIRNORNERNNN 20000% A000RNORNURRINRRNNRNNNN 20000% 100.00%
Notifications Host postgres:5432 Host redis:6379 Failed jobs 0 Command php artisan schedule:w...
Version PostgreSQL 1615 on x86._... Latency 0.4 ms Notifications 0 pending Last heartbeat 2026-10-21T 21:20:...
Help & support Latency 0.2 ms Memory 158M Default 0 pending
Tables 100 Clients 6 Imports 0 pending
Size 16 MB Uptime Odays Maintenance 0 pending
Workers fast - bulk
My profile
Attendance
@ Real-time © Healthy n Web push ® Healthy Storage ® Healthy 5 Shared drive ® Healthy
Leave A gateway i VAPID keys c... Writable Operational
Gateway online 2888 2888 - o 288888 1 . - = a8 p 100808 28 "
Tasks R - JnneannesRRRIBRRRRRNRNNN 00-00% JnnssnnnaRRRIRIRRRNINNR 00-00% JnaannaannRBIORRRORINNRY 2o0-00%
JnneantaanRRIORRRRONNNRY 00-00%
Payslips & payroll Subscribed devices o Disk used 45.3% Stored 0B
Endpoint Wws//127.0.01:6001 Subject mailt o:it-support @examp... Disk free 127.3GB Files
Expenses & claims Latency 285 ms Private uploads /var/www/html/st... Uploads in flight o
Users connected 6 Abandoned uploads o
Salary bank account Uptime 34 min
Certificates
Service requests o In-portal ® Healthy @ Audit chain ® Healthy
calls Intact - 6 entries
Credentials vault No TURN rela...
; J0000000000NND0NNNNNNNNN 20000%
J00000000NRRIONNNNNNNNNN 200-00%
Root Super Admin Checked 2026-10-2117:00:00
e Live calls o
Live checks for the database, Redis, queue, scheduler heartbeat,
WebSocket gateway, push keys, storage and the audit chain, with On this screen
the commands to keep running. 1. Component status

2. Required processes
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Tamper-evident audit trail

Shown as root@enterprise.internal - /admin/activity-logs

?PSX Enterprise Syste... Q Search pages and actions... cerl | K & Unlocked -14:02 @0 @

Dashboard Administration Audit trail

Dashboard Audlt trail
Every sensitive action, sealed into an HMAC-SHA256 chain. Editing or deleting any entry breaks the chain and is i
Calendar Y 9 g any y © Chain intact - 6 entries © Verify now
detected on verification
Messages
All modules v Anyone v Y Filter
Shared drive
Mailbox | When Actor Event Description Subject Seal
Notifications 19: fpin_created
Eocl 2H19:43 Liam O'Connor ‘p o Liam O'Connor created their FPIN. s #302 - 9421471F
17218.0.1 Security
Help & support
19: login
210ct Z179:44, Liam O'Connor = Liam O'Connor signed in. —_ #301 - 342f836F
17218.0.1 Security
My profile ; fpin_created
21.0ct 211917 Sophia Chen rp ! Sophia Chen created their FPIN. — #300 - def04258
17218.01 Security
Attendance
210ct 211916 : login ) ) . . .
Leave 720 Sophia Chen Security Sophia Chen signed in. — #299 - 7f369fcl
Tasks
197 vault_secret_revealed Root Super Admin revealed "AWS Production
2] Oct 2119:13 Root Super Admin Vault 3 Y VaultCredential #1 #298 - 4894776
Payslips & payroll 17218.01 Master Root".
Expenses & claims 197 login
B 21Oct 2119:10 Root Super Admin & g Root Super Admin signed in. — #297 - 58737a7f
17218.0.1 Security
Salary bank account
210ct 2118:59 login : ; 5
Certificates 59 E Elena Rostova Security Elena Rostova signed in. — #296 - 7e40b3b3
Service requests o login
210ct 2119:50 David Miller s g 5 David Miller signed in. — #295 - Bcclfébbe
17218.01 Security
Credentials vault
18 fpin_created
210ct 2118:40 Hamza Khan Securit Hamza Khan created their FPIN. —_ #294 - 5c42e909
Root Super Admin 17218.0.1 Reelrty
Root S Admi
21 0ct 2118:38 login

Every sensitive action is recorded and sealed into an HMAC hash
chain. Verify now recomputes the chain — any edited or deleted On this screen
entry is reported by its number. 1. Verify the chain
2. Events with seal numbers
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Help & support, and the service status

Shown as root@enterprise.internal - /help

@ stx ntejprlse Syste...

Q Search pages and actions... ctri || K

Dashboard Workspace Help & support

Dashboard Help & Support

Calendan {Reach the team that builds Apex, see what we are working on, and tell us what you think.}

Messages )
® Your support tickets
Shared drive 0 open of 0 in total.

Mailbox

Notifications

®

Nothing open

Help & support

When you contact support, the conversation stays here so
you can follow it.

Q) My profile

Attendance

Leave
A 'Service status

Tasks Incidents we have published, newest first.

Payslips & payroll
Expenses & claims
il Salary bank account @

Certificates No incidents

Nothing has been reported. This is where outages and their
Service requests updates appear.

Credentials vault

Root Super Admin
Root Super Admi

Your line to the people who build Apex. Raise a ticket and the
whole thread stays here, with the reply time we promised for the

priority you chose. Published incidents appear at the top — and on

every page as a banner — so you are never guessing whether a
problem is yours or ours. The feedback box goes straight to the
product team and is open to everybody, not just administrators.

How to

1. Press Contact support and describe what happened, what you
expected, and where.

2. Pick the priority honestly — the queue is ordered by what is
overdue against it.

3. Follow replies in the thread; closing it asks how the support
went.

4. Anyone can send feedback without raising a ticket.
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& Unlocked -14:00 ;\0 @

| ® contact support

® Tell us what you think
Read by the people who build this.

What kind of note is this? *
Anidea ¥

How is Apex working for you?
Rather not say ¥

Your note *

Be as blunt as you like —it helps more than
politeness

</ Send feedback

® |How quickly we reply

Low within 72 hours
Normal within 24 hours
High within 8 hours
Urgent within 4 hours

On this screen

1. Raise a ticket

2. Published incidents

3. Feedback, open to everyone
4. The reply times we promise
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Phone layout

Shown as dev@enterprise.internal - /

Q Search pages and ... é@ @

Dashboard

Good evening, Hamza

Wednesday, 21 0ctober 2026 - Lead Fullstack
Architect - Engineering

g RequeSt eave

Today (©) My open tasks =
Not clocked in 1

Use Clock ininthe top... Nothing overdue
Waiting on me (=) Annual leave left %’
0 11 days
Approvals assigned t... of 14 this year

A My hours - last 14 days
Daily quota 8 h

Attendance -

&

Attendance figures are hidden
Unlock with your FPIN to see hours, deficits
and overtime.

© Unlock with FPIN

Every screen adapts down to 390 px wide: single-column cards,
tables that scroll inside their card and a slide-in menu. On this screen
1. Menu
2. Cards stack vertically
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Phone navigation

Shown as dev@enterprise.internal - /

& .ﬂipex Enterprlse Sys...

Dashboard
Calendar
Messages
Shared drive
Mailbox
Notifications

Help & support

My profile

©) Attendance

E eave '
Tasks
Payslips & payroll

» Expenses & claims

Salary bank account
Certificates
Service requests

Hamza Khan

The full menu, filtered to what your role can open. Padlocks mark
FPIN-protected areas. On this screen

1. Only what you can access
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Who does what

Role

Employee

Team Lead / Project Manager

HR (Head / Executive)

Accounts (Head / Executive)

Chief Executive

IT Administrator

Root Super Admin

Troubleshooting

Main responsibilities

Clock in/out, leave, payslips (FPIN), bank change request, tasks, chat, mailbox, IT
tickets, service accounts, own vault items, certificates, profile and notification
preferences.

Everything an employee does, plus team attendance, leave and missed-punch
approvals, tasks for others, deadline concerns, projects, meetings,
promotions/bonuses for their team.

People records, departments, attendance adjustments, payroll generation and audit,
promotions, certificates, onboarding/offboarding, discipline, recruitment,
announcements.

Payroll disbursement, bank-change verification, currencies & payouts, ledger,
subscriptions and top-ups, accounts clearance.

Final approvals (payroll, promotions, bonuses, bank changes, onboarding, top-ups),
audit trail.

Assets and receipts, helpdesk, service-account provisioning, credentials vault,
biometric terminals, IT clearance, system health.

Everything, including roles & permissions, user access, settings, workflows, security
desk, archival.

Problem

I keep landing on "Create your FPIN"

A page asks for my PIN again

My PIN is locked

I was signed out unexpectedly

Payroll cannot be generated

VAT checkbox is missing

Chat says "Polling"
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What to do

Finish the setup — the portal opens after the PIN (and a password change
for new accounts) is saved.

The unlock lasts 15 minutes from your last protected action. Enter the PIN
or lock manually from the top bar.

Five wrong attempts lock it for 30 minutes. Ask IT to reset it — you will
create a new one at next sign-in.

Sessions end after 60 minutes of inactivity, when the account changes state,
or when the same session is used from another browser.

Every payout currency needs an exchange rate — record it in Currencies &
payouts.

VAT applies only to GBP billing (configurable in System settings).

The live connection is down; messages still arrive every few seconds. IT can
check System health.

51751



