
APEX ENTERPRISE SYSTEMS ·  PEOPLE & OPERATIONS

Apex Enterprise HRM
User Guide & Standard
Operating Procedures
How every role uses the portal: attendance, leave, approvals, payroll in
multiple currencies, bank changes, the credentials vault, subscriptions
with VAT, people lifecycle, IT, communication and administration —
with annotated screenshots of each screen.

Edition 2026-10-21 · 45 screens · demo organisation data · confidential — internal use
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Demo access, credentials and PIN

Demo only. These accounts exist only in local and staging demo data. Production never seeds them
and one-click persona sign-in is disabled there.

Setting Value

Portal URL (local) http://127.0.0.1:8000

Password for every demo persona
password123

Financial Security PIN used in this guide
482916

Each persona creates its own PIN at first sign-in; any strong 6-digit PIN works.

PIN rules 6 digits; not a sequence (123456), not repeated digits, not your
birth date, phone or employee number. 5 wrong attempts lock it for
30 minutes.

Person Email Role Good for trying

Root Super
Admin

root@enterprise.internal Root Super
Admin
(everything)

Roles, user access, settings, security
desk, health, audit

Alexander
Vance

ceo@enterprise.internal Chief Executive Final approvals: payroll, promotions,
bonuses, bank changes, onboarding

Elena Rostova hr@enterprise.internal Head of HR Payroll generation, people, leave,
onboarding/offboarding,
certificates, discipline

Marcus
Wright

hrexec@enterprise.internal HR Executive Day-to-day HR operations

Sophia Chen accounts@enterprise.internal Head of
Accounts

Disbursement, ledger, currencies &
payouts, subscriptions

Tariq
Mahmood

accountsexec@enterprise.internal Accounts
Executive

Finance operations

David Miller devlead@enterprise.internal Project Manager Projects, tasks, team approvals
(manager of the dev team)

Hamza Khan dev@enterprise.internal Employee Self-service: attendance, leave,
payslips, tasks, vault items

Liam
O'Connor

devops@enterprise.internal Team Lead + IT
Administrator

IT helpdesk, assets, service
accounts, vault

Aria
Montgomery

design@enterprise.internal Employee (paid
in GBP)

Multi-currency payslip

Victor Sterling vip@enterprise.internal Employee (VIP,
GBP)

Attendance rules exemption

Chloe Dubois marketing@enterprise.internal Employee Self-service

Apex Enterprise HRM · User Guide 2 / 51



Julian Alvarez dev.probation@enterprise.internal Employee
(probation)

Probation status

Zoya Malik qa.contract@enterprise.internal Employee
(contract, USD)

Contract staff

Chloe
Bennett

intern.growth@enterprise.internal Employee
(intern)

Intern
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Key ideas in two minutes

Idea What it means for you

Role-based access Menus, buttons and pages follow the permissions administrators manage in Roles
& permissions. Managers see their reporting line; HR and finance see what their
role needs.

Financial Security PIN Payslips, bank details, attendance figures, the vault, currencies, the ledger,
promotions and bonuses require your 6-digit FPIN, then stay unlocked for 15
minutes. Lock instantly from the top bar.

Approval routes Leave, promotions, bonuses, encashments, bank changes, payroll, top-ups and
onboarding move through ordered steps. You can never approve your own
request or one about yourself.

Multi-currency pay Each person is paid in their own currency (PKR, GBP, USD, EUR). Payslips show the
exchange rate used; company totals are in PKR.

VAT Recorded only for GBP subscriptions and only when the invoice charged it.

Audit trail Sensitive actions are sealed in a tamper-evident log that administrators can verify
at any time.

Live notifications The bell, toasts and optional desktop/mobile push update instantly.

Screens in this guide

1. Sign in — Getting started

2. First sign-in: create your Financial Security PIN —
Getting started

3. Your dashboard — Getting started

4. Unlocking secure areas — Getting started

5. Attendance — Time & leave

6. Requesting leave — Time & leave

7. Approvals inbox — Time & leave

8. Task board — Work

9. Task detail, checklists and deadline concerns — Work

10. Projects — Work

11. Payroll batches — Pay & finance

12. Reviewing a payroll batch — Pay & finance

13. Your payslip — Pay & finance

14. Changing your salary bank account — Pay & finance

15. Credentials vault — Pay & finance

16. SaaS subscriptions and VAT — Pay & finance

17. Currencies & payouts — Pay & finance

18. General ledger — Pay & finance

19. Promotions and increments — People

20. Certificates — People

21. Public certificate verification — People

22. People directory — People

23. Employee profile — People

24. Employee ID card — People

25. Onboarding — People

26. Offboarding and clearance — People

27. Conduct, PIPs and warnings — People

28. Recruitment — People

29. IT helpdesk and assets — Services

30. Service account requests — Services

31. Team chat — Communication

32. Mailbox — Communication

33. Company calendar — Communication

34. Sales pipeline — Communication

35. Import & export — Administration

36. Roles & permissions — Administration

37. User access — Administration

38. Approval workflow designer — Administration

39. System settings — Administration

40. Security desk — Administration

41. System health — Administration

42. Tamper-evident audit trail — Administration

43. Help & support, and the service status — Administration
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44. Phone layout — Mobile 45. Phone navigation — Mobile
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GETTING STARTED · 1/45

Sign in
Shown as not signed in · /login

Everyone signs in with their work email and password. In local and
staging environments the right-hand panel lists one demo
persona per role for one-click sign-in; it is never shown in
production.

How to

1. Enter your work email and password.
2. Press Sign in. Five wrong attempts lock the account for 15

minutes.
3. Demo only: click a persona card to sign in as that role.

On this screen
1. Work email
2. Password
3. Sign in
4. Demo personas (local/staging

only)
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GETTING STARTED · 2/45

First sign-in: create your Financial Security PIN
Shown as dev@enterprise.internal · /

On the first sign-in every user creates a 6-digit Financial Security
PIN (FPIN). It protects payslips, bank details, attendance figures,
the vault and finance screens. Sequences (123456), repeated
digits, birth dates and phone numbers are refused.

How to

1. Type a 6-digit PIN you have not used elsewhere (the demo uses
482916).

2. Repeat it in Confirm FPIN.
3. Press Create FPIN and open my workspace.

On this screen
1. Choose a 6-digit PIN
2. Repeat it
3. Save and continue
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GETTING STARTED · 3/45

Your dashboard
Shown as dev@enterprise.internal · /

The dashboard shows today's attendance, open tasks, approvals
waiting on you, leave balance, your hours chart (after FPIN
unlock), tasks and notifications. The top bar holds search (Ctrl+K),
the secure-area lock, Clock in/out, notifications and your account
menu.

On this screen
1. Search & command palette

(Ctrl+K)
2. FPIN lock state
3. Clock in / out
4. Live notifications
5. Today at a glance
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GETTING STARTED · 4/45

Unlocking secure areas
Shown as dev@enterprise.internal · /payroll

Opening a protected screen while locked shows this page. After
the PIN is accepted, protected screens stay unlocked for 15
minutes (the timer restarts with every protected action). Click the
green "Unlocked" button in the top bar to lock immediately.

How to

1. Enter your FPIN.
2. Press Unlock for 15 minutes — you are taken to the page you

asked for.
3. Five wrong PINs lock the FPIN for 30 minutes; IT can reset it.

On this screen
1. Your 6-digit FPIN
2. Unlock
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TIME & LEAVE · 5/45

Attendance
Shown as dev@enterprise.internal · /attendance

Your monthly timesheet: days present against the target, hours
worked, shortfall and surplus (surplus offsets shortfall before
payroll). Managers and HR can switch to people in their reporting
line and adjust records with a reason.

How to

1. Clock in from the top bar or the Today card.
2. Forgot to punch? Use Missed punch within 45 days — your

manager or HR approves it.
3. Pick another month with the month selector.

On this screen
1. Clock in / out
2. Missed-punch request
3. Month
4. Daily log
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TIME & LEAVE · 6/45

Requesting leave
Shown as dev@enterprise.internal · /leave

Leave balances per type are shown at the top. A request goes to
your line manager first and then HR. Weekends and public
holidays are not counted; overlapping requests and requests
above your balance are refused.

How to

1. Press Request leave.
2. Choose the type and dates (tick Half day for half a day).
3. Add a reason and press Submit request.
4. Follow progress with Track in My requests.

On this screen
1. Leave type
2. From / to
3. Reason
4. Submit
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TIME & LEAVE · 7/45

Approvals inbox
Shown as devlead@enterprise.internal · /approvals

Everything waiting for your decision — leave, promotions,
bonuses, encashments — in one place. Each card shows the step,
who asked and whether it is past its SLA. A comment is required to
reject. You can never approve your own request or one about
yourself.

On this screen
1. Waiting on me
2. Comment (required to reject)
3. Approve / reject
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WORK · 8/45

Task board
Shown as devlead@enterprise.internal · /tasks

Drag cards between columns to change status. Cards show
priority, deadline (red when overdue), checklist progress and flags
for revisions and deadline concerns. Switch to List for a sortable
table; filter by project, stream or "assigned to me".

On this screen
1. Drag a card to move it
2. Board / list view
3. Filters
4. New task
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WORK · 9/45

Task detail, checklists and deadline concerns
Shown as devlead@enterprise.internal · /tasks

A task cannot be completed until its quality checklist is done. If a
deadline is at risk, the assignee raises a Deadline concern with a
proposed date; the creator or manager accepts or rejects it.
Completed work can be reopened for revision by QA/PM.

On this screen
1. Status
2. Quality gate
3. Comments & history
4. Assignee, manager, observers
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WORK · 10/45

Projects
Shown as devlead@enterprise.internal · /projects

Each project has a client, budget, deadline, team and a rulebook
(definition of done). Progress bars come from completed tasks. On this screen

1. Open a project
2. Portfolio KPIs
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PAY & FINANCE · 11/45

Payroll batches
Shown as hr@enterprise.internal · /payroll

Payroll runs in three stages: HR audit → Executive approval →
Accounts disbursal. Each line is calculated in the employee's
payout currency; totals are in the base currency (PKR). Generation
is blocked until exchange rates exist for every payout currency.

How to

1. After the cut-off day HR presses Generate batch and picks the
month.

2. HR reviews lines, waives deductions with a reason if justified,
then Submit for approval.

3. The executive approves (or returns with notes).
4. Accounts records the bank reference — payslips are marked

paid, employees notified and the ledger posted.

On this screen
1. Generate batch
2. Stage tracker
3. Your own payslips
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PAY & FINANCE · 12/45

Reviewing a payroll batch
Shown as hr@enterprise.internal · /payroll

Each line shows gross, bonus, attendance shortfall deduction, tax
and net in the payout currency, with the FX rate when it is not PKR.
The discussion panel keeps the HR ↔ executive ↔ accounts
conversation with the batch.

On this screen
1. Stage
2. Lines in each payout currency
3. Discussion
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PAY & FINANCE · 13/45

Your payslip
Shown as dev@enterprise.internal · /payroll

Earnings, deductions and net pay in your payout currency, with
the base-currency equivalent when they differ. Use Print / save
PDF for a clean A4 copy.

On this screen
1. Earnings
2. Deductions
3. Net pay
4. Print / PDF
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PAY & FINANCE · 14/45

Changing your salary bank account
Shown as dev@enterprise.internal · /bank

Bank details are locked. A change needs HR, Accounts and
Executive approval in that order; nobody can approve their own
request. When all three approve, you re-enter exactly the
approved account once and the record locks again. Numbers are
encrypted and only the last four digits are shown.

On this screen
1. New bank
2. Account & IBAN
3. Reason
4. Submit for approval
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PAY & FINANCE · 15/45

Credentials vault
Shown as root@enterprise.internal · /vault

Shared logins are encrypted with AES-256-GCM. People only see
credentials allocated to them; Reveal works after FPIN unlock,
hides again after 30 seconds and is logged with your IP address.
Administrators manage Access per credential.

On this screen
1. Revealed for 30 seconds
2. Reveal / hide
3. Who can open it
4. Store a credential
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PAY & FINANCE · 16/45

SaaS subscriptions and VAT
Shown as accounts@enterprise.internal · /vault#subscriptions

Every recurring tool with its billing currency, cycle, auto-renew,
card brand and last four digits. VAT is only recorded for GBP
billing and only when "VAT charged" is ticked (rate from
settings, 20%). Renewals inside the reminder window are
highlighted and notified.

On this screen
1. Billing currency
2. VAT checkbox (GBP only)
3. Payment method
4. Card last 4 digits
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PAY & FINANCE · 17/45

Currencies & payouts
Shown as accounts@enterprise.internal · /admin/currency

Decide who is paid in PKR, GBP, USD or EUR. Change one person
inline or tick several and Assign currency in bulk. Record
exchange rates by effective date — payroll uses the latest rate on
or before its date and stores it on each payslip.

On this screen
1. Payout currency per person
2. Current rates
3. Record exchange rate
4. People per currency
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PAY & FINANCE · 18/45

General ledger
Shown as accounts@enterprise.internal · /admin/ledger

Double-entry journal in the base currency. Payroll disbursements
post automatically; finance posts manual journals with FPIN.
Entries are never edited — mistakes are corrected with an
adjusting entry.

On this screen
1. Post journal
2. Journal entries
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PEOPLE · 19/45

Promotions and increments
Shown as hr@enterprise.internal · /promotions

Managers and HR propose promotions, increments, transfers and
confirmations. They pass line manager → HR → executive approval
and apply automatically on the effective date.

On this screen
1. Propose change
2. History and approval stage
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PEOPLE · 20/45

Certificates
Shown as hr@enterprise.internal · /certificates

Issue experience letters, employment verifications, training and
appreciation certificates to one person or many. Each has a serial
number, a digital signature and a QR code anyone can scan to
verify it.

On this screen
1. Issue certificate
2. Issued certificates
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PEOPLE · 21/45

Public certificate verification
Shown as not signed in · /certificates

The QR code on every certificate opens this public page. It
confirms the certificate is genuine, shows if it was revoked, and
reveals nothing else about the employee.

On this screen
1. Verification result
2. Certificate details
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PEOPLE · 22/45

People directory
Shown as hr@enterprise.internal · /employees

Search by name, email, title or employee ID; filter by department
or status. Managers see their reporting line; HR sees everyone. On this screen

1. Search
2. Open a profile
3. Org chart
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PEOPLE · 23/45

Employee profile
Shown as hr@enterprise.internal · /employees/8

Overview, compensation (FPIN), documents (private, downloads
logged), assets, work and conduct in one place. Actions: ID card,
propose change, issue notice, manage access.

On this screen
1. Profile sections
2. ID card
3. Promotion / increment
4. Conduct notice
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PEOPLE · 24/45

Employee ID card
Shown as hr@enterprise.internal · /employees/8/id-card

Standard CR80 card ready to print. The QR code links to a public
page that confirms the person is a current employee — without
exposing contact details.

On this screen
1. Verification QR
2. Print
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PEOPLE · 25/45

Onboarding
Shown as hr@enterprise.internal · /onboarding

HR raises a requisition (optionally from a candidate) → IT
provisions email and tools → an executive approves → HR
finalises, which creates the account with a one-time password.
New hires change the password and create an FPIN at first sign-in.

On this screen
1. Prefill from a candidate
2. Access role (below your level)
3. Salary
4. Submit
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PEOPLE · 26/45

Offboarding and clearance
Shown as hr@enterprise.internal · /offboarding

Notice period, handover checklist, settlement estimate and four
clearance gates (IT, HR, Accounts, Department). Nobody signs
their own gate. When all are signed the account closes and the
relieving certificate is issued.

On this screen
1. Four clearance gates
2. Handover items
3. Settlement estimate
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PEOPLE · 27/45

Conduct, PIPs and warnings
Shown as hr@enterprise.internal · /warning

Formal strike warnings. Reaching the threshold (3 by default) — or
an emergency freeze — restricts the account to the mailbox until
HR or the manager lifts it; the employee then submits a
justification.

On this screen
1. Issue warning
2. Warnings and appeals
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PEOPLE · 28/45

Recruitment
Shown as hr@enterprise.internal · /recruitment

Candidates by stage, private CVs (every opening is logged),
interview scheduling and handover into onboarding. On this screen

1. Add candidate
2. Pipeline
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SERVICES · 29/45

IT helpdesk and assets
Shown as devops@enterprise.internal · /it

Tickets get a number and an SLA by priority (critical 4 h … low 48
h). Equipment issued to someone must be confirmed by them;
discrepancies go straight back to IT.

On this screen
1. New ticket
2. Asset register
3. SLA breaches
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SERVICES · 30/45

Service account requests
Shown as dev@enterprise.internal · /services

Ask for Claude, Workspace, AWS, GitHub and other accounts. IT
provisions them straight into your vault — passwords never travel
by chat or email.

On this screen
1. Service
2. Justification
3. Submit
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COMMUNICATION · 31/45

Team chat
Shown as dev@enterprise.internal · /chat?user_id=7

Channels and direct messages delivered instantly over a secure
WebSocket ("Live"). If the connection drops the page falls back to
polling automatically.

On this screen
1. Live connection
2. Type and press Enter
3. Channels and people
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COMMUNICATION · 32/45

Mailbox
Shown as dev@enterprise.internal · /mailbox

Folders, search, filters, flags, attachments with safe preview, and
links to projects or tasks. Managers can place a retention hold so
messages cannot be deleted.

On this screen
1. Compose
2. Folders
3. Search
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COMMUNICATION · 33/45

Company calendar
Shown as dev@enterprise.internal · /calendar

Meetings, public holidays, approved leave, birthdays and work
anniversaries. Click an event for details and the meeting link. On this screen

1. Month / week / list
2. Upcoming holidays
3. Birthdays

Apex Enterprise HRM · User Guide 38 / 51



COMMUNICATION · 34/45

Sales pipeline
Shown as root@enterprise.internal · /crm

Drag leads between stages; stage totals and win rate update
instantly. On this screen

1. Drag to change stage
2. Add lead
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ADMINISTRATION · 35/45

Import & export
Shown as root@enterprise.internal · /data-transfers

Download a template, upload a CSV, review the dry-run (nothing is
written yet), then import the valid rows. Exports are protected
against spreadsheet formula injection and audited.

On this screen
1. Export
2. Template
3. Run history
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ADMINISTRATION · 36/45

Roles & permissions
Shown as root@enterprise.internal · /admin/roles?role=3

Every capability is a permission stored in the database (95 in 14
modules). Roles are bundles with a level; admins edit the matrix
without code changes. Padlocks mark permissions that also need
the FPIN.

On this screen
1. Edit role / access matrix
2. Permissions by module
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ADMINISTRATION · 37/45

User access
Shown as root@enterprise.internal · /admin/access/8

Assign roles, grant or deny single permissions temporarily (with
expiry and reason), see sessions, unlock accounts, issue a one-
time password or reset the FPIN.

On this screen
1. Roles
2. Unlock / temporary password /

FPIN reset
3. Sessions
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ADMINISTRATION · 38/45

Approval workflow designer
Shown as root@enterprise.internal · /admin/workflows

Drag steps to re-order them, choose who approves each step (line
manager, department head, a permission or a role) and set an SLA.
Changes apply from the next step of requests already in progress.

On this screen
1. Drag to re-order
2. Add step
3. Save
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ADMINISTRATION · 39/45

System settings
Shown as root@enterprise.internal · /admin/settings

Company details, attendance targets, payroll tax and cut-off, VAT
rate and VAT currencies, FPIN timings, lockout policy, discipline
threshold, notifications and maintenance — all editable without a
deployment.

On this screen
1. Setting groups
2. Typed values
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ADMINISTRATION · 40/45

Security desk
Shown as root@enterprise.internal · /admin/security

Live sessions (end one or everyone), impersonation with a written
reason (silent or freeze), locked accounts, maintenance mode and
company announcements.

On this screen
1. Sessions
2. Audited impersonation
3. Maintenance
4. Emergency sign-out
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ADMINISTRATION · 41/45

System health
Shown as root@enterprise.internal · /admin/health

Live checks for the database, Redis, queue, scheduler heartbeat,
WebSocket gateway, push keys, storage and the audit chain, with
the commands to keep running.

On this screen
1. Component status
2. Required processes
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ADMINISTRATION · 42/45

Tamper-evident audit trail
Shown as root@enterprise.internal · /admin/activity-logs

Every sensitive action is recorded and sealed into an HMAC hash
chain. Verify now recomputes the chain — any edited or deleted
entry is reported by its number.

On this screen
1. Verify the chain
2. Events with seal numbers
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ADMINISTRATION · 43/45

Help & support, and the service status
Shown as root@enterprise.internal · /help

Your line to the people who build Apex. Raise a ticket and the
whole thread stays here, with the reply time we promised for the
priority you chose. Published incidents appear at the top — and on
every page as a banner — so you are never guessing whether a
problem is yours or ours. The feedback box goes straight to the
product team and is open to everybody, not just administrators.

How to

1. Press Contact support and describe what happened, what you
expected, and where.

2. Pick the priority honestly — the queue is ordered by what is
overdue against it.

3. Follow replies in the thread; closing it asks how the support
went.

4. Anyone can send feedback without raising a ticket.

On this screen
1. Raise a ticket
2. Published incidents
3. Feedback, open to everyone
4. The reply times we promise
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MOBILE · 44/45

Phone layout
Shown as dev@enterprise.internal · /

Every screen adapts down to 390 px wide: single-column cards,
tables that scroll inside their card and a slide-in menu. On this screen

1. Menu
2. Cards stack vertically
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MOBILE · 45/45

Phone navigation
Shown as dev@enterprise.internal · /

The full menu, filtered to what your role can open. Padlocks mark
FPIN-protected areas. On this screen

1. Only what you can access
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Who does what

Role Main responsibilities

Employee Clock in/out, leave, payslips (FPIN), bank change request, tasks, chat, mailbox, IT
tickets, service accounts, own vault items, certificates, profile and notification
preferences.

Team Lead / Project Manager Everything an employee does, plus team attendance, leave and missed-punch
approvals, tasks for others, deadline concerns, projects, meetings,
promotions/bonuses for their team.

HR (Head / Executive) People records, departments, attendance adjustments, payroll generation and audit,
promotions, certificates, onboarding/offboarding, discipline, recruitment,
announcements.

Accounts (Head / Executive) Payroll disbursement, bank-change verification, currencies & payouts, ledger,
subscriptions and top-ups, accounts clearance.

Chief Executive Final approvals (payroll, promotions, bonuses, bank changes, onboarding, top-ups),
audit trail.

IT Administrator Assets and receipts, helpdesk, service-account provisioning, credentials vault,
biometric terminals, IT clearance, system health.

Root Super Admin Everything, including roles & permissions, user access, settings, workflows, security
desk, archival.

Troubleshooting

Problem What to do

I keep landing on "Create your FPIN" Finish the setup — the portal opens after the PIN (and a password change
for new accounts) is saved.

A page asks for my PIN again The unlock lasts 15 minutes from your last protected action. Enter the PIN
or lock manually from the top bar.

My PIN is locked Five wrong attempts lock it for 30 minutes. Ask IT to reset it — you will
create a new one at next sign-in.

I was signed out unexpectedly Sessions end after 60 minutes of inactivity, when the account changes state,
or when the same session is used from another browser.

Payroll cannot be generated Every payout currency needs an exchange rate — record it in Currencies &
payouts.

VAT checkbox is missing VAT applies only to GBP billing (configurable in System settings).

Chat says "Polling" The live connection is down; messages still arrive every few seconds. IT can
check System health.
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